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Abstract
In today’s world, there are a number of crypé&gdnic and steganographic techniques used in codeaive
secured data transfer between a sender and aeedaithis paper we present a new hybrid appréfaahintegrates
the merits of cryptography and Image steganogrdgased on multi resolution wavelet domain. Firsg dhniginal
message is encrypted using modified blowfish atgoriand the resultant cipher text is embedded antmver

image. After that the Steg

image is decompostal approximation and detailed image using discredeelet

transform. The resultant reduced image is transeohitb the receiver and the reverse process is idom&ler to get
back the original plain text. Our experimental fesghow that our system is unique in its designwel as it is

suspicion less.
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Introduction

Steganography and Cryptography are two
important and famous techniques which are used to
encoding and hiding of data. Cryptography and
steganography are well known and widely used
techniques that manipulate information (messages) i
order to cipher or hide their existence.

These techniques have many applications in
computer science and other related fields: they are
used to protect e-mail messages, credit card
information, corporate data, etc. On the other hand
cryptography is the study of mathematical techréque
related to aspects of information security such as
confidentiality, data integrity, entity authentiicat,
and data origin authentication

Cryptography protects information by
transforming it into an unreadable format. It iefus
to achieve confidential transmission over a public
network. The original text, or plaintext, is contest
into a coded equivalent called cipher text via an
encryption algorithm. Only those who possess a
secret key can decipher (decrypt) the cipher tetet i
plain text. Cryptography systems can be broadly
classified into symmetric-key systems that use a
single key (i.e., a password) that both the seaddr
the receiver have, and public-key systems that use

two keys, a public key known to everyone and a
private key that only the recipient of messages.use

On the other hand, cryptography protects
information by transforming it into an unreadable
format. The original text is transformed into a
scramble equivalent text called cipher text and thi
process is called as “Encryption”. This is achieved
via an Encryption Algorithm. Only those who
possess a secret key can decrypt the cipher text in
plaintext. Many types of wavelet, such as Haar
wavelet, Daubechies wavelet, the more let wavelet
and maxican-hat wavelet exists, among which Haar
Wavelet is most simple and easiest wavelet of its
kind. Let us consider two samples (say a and b). A
simple arithmetic transform is done which transferm
a and b into their average s and difference d
respectively.

s=(a+b)/2 (1)
d=b-a
The main goal to be achieved is to minimize
the size (i.e., in bits) needed for d, and this ban
achieved easily if and only if a and b are highly
correlated. This calculation for inverse transfaram
be carried out as follows to regain a and b:
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a=s-d/2 (2)
b=s+d/2

Conceptually, Hare wavelet is very simple
because it is constructed from a square wave [15].
Moreover, Haar wavelet computation is fast since it
only contains only two coefficients and it does not
need a temporary array for multi-level
transformation. Thus, each pixel in an image thiit w
go through the wavelet transform computation wéll b
used only once and there will be no pixel
overlapping. Then a simple two point length
averaging and differencing basis can be written as

a(n)={1/2,n=k,k+1 0,elsewhere 3) (

d(n)={1/2,n=k -1/2,n=k+1 0,elsewhere (4)

Where a (n) denote approximation and d (n) detdils
a decomposed image.

Literature Review of Cryptography and
Steganography
Lot of research has been done in this area in

the recent past and various techniques of
cryptography and steganography have been
suggested.

Our aim in this paper is to reduce the size of
the Steg image without the loss of any information.
For the same purpose, we have used wavelet
transform.

Cryptography

< Cryptography is the study and practice of
protecting information by data encoding and
transformation techniques.

% There are two types of -cryptographic
schemes available on the basis of key
namely symmetric key Cryptography and
Asymmetric or Public Key Cryptography.

Steganogr aphy
« This is a type of security technique which is
of the form “security through hiding”.
% In this method the data which is to be sent is
concealed in any multimedia file like image,
video or an audio file.

Wavelet Based Steganography
Some basic mathematical operations are

performed on the secret messages before embedding.
These operations and a well-designed mapping Table
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keep the messages away from stealing, destroying
from unintended users on the internet and hence
provide satisfactory security.
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The embedding process will be a
modification of the JPEG encoding scheme. First of
all, we subdivide C in a set of 8 x 8 pixel bloasd
compute the Discrete Cosine Transform (DCT) on
each block obtaining a set of DCT coefficients;nthe
they are quantized.

Proposed System

In the Proposed system, we have effectively
combined Cryptography, Steganography and Discrete
Wavelet Transform in deriving a new hybrid model
for transmitting the message in a highly secured
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manner. The steps involved in our approach are as
follows:

1. Getting Plaintext which is to be sent to the
recipient from the user.

2. Transformation of plaintext in to cipher text
by undergoing an encryption process using
the modified cryptographic algorithm.

3. Embedding the cipher text inside any cover
image using a Steganographic algorithm.

4. Furthermore the obtained Steg image is
decomposed into approximation and details
using 2D Discrete Haar Wavelet(DHWT)

5. Thus the reduced approximation image is
communicated through any communication
channel to the receiver. The inverse of these
steps will be taken place in the receiver side
which are as follows:

6. The Received image is reconstructed using
2D Inverse Discrete Haar Wavelet
Transform.(IHWT)

7. Extraction Process will be carried out which
separates the embedded message from the
Steg image.

8. Thus obtained message will be in the
scrambled form, so decryption is performed.

9. Finally, the receiver can able to read the
actual secret message sent at the sender’s
end.

Cryptograph|c Approach
It is a symmetric block cipher which can
take a variable-length key, from 32 (4 Bytes)
bits to 448 bits (56 Bytes );
2. It is fast, strong and free and hence an
alternative to existing encryption algorithms
[13];
3. It is suitable and efficient for hardware
implementation;
4. It uses only simple operators which include
addition, table lookup and XOR. The table
Blowfish Algorithm
Blowfish, a symmetric block cipher uses a
Fiestal network, 16 rounds of iterative encryptiomd
decryption functional design. The block size of
blowfish algorithm is 64 bits, and the size of Key
may be of any length but having a maximum range
till 448 bits. The power of the Blowfish algorithm
relies on its sub-key generation and its encryption
Modified F-function
Function F plays an important role in the
algorithm, and we decided to modify function F.
Original function F is defined as follows.

F(X) = ((S1 + S2 mod 232) XOR S3) + S4 mod 232
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Instead, we modified the F-function by replacing 2
addition operations as XOR Operations and one
circular shift operation. Thus the modified F-fupat

is written as,

F(X) =CS ((S1 XOR S2 mod 232) + (S3 XOR S4
mod 232))

This modification leads to the parallel executidn o
two XOR operations. In the case of original F-
function which executes in sequential order and it
requires 32 Addition operations and 16 XOR
operations. The block diagram of the modified F-
function is shown below

8 bits 8 bits 8 bits 3 bits
S-Box S-Box S-Box S-Bex
1 2 3 4
32 bats Jelits 32 bits 32 it
(T (T
N/ WL/
1]
32 bits
C-Shuft
32 bits

Steganogr aphic Approach

In the case of Steganographic algorithm we
chooses LSB Hiding algorithm which hides the very
presence of the text inside an image. Least
Significant Bit (LSB) insertion is a simple apprbac
to hide information in any multimedia cover fild: i
overwrites the LSB of a pixel with an M’s bit. We
can able to hide 3 bits per pixel in a 24-bit cover
image. Hence the resulting Stegimage will make no
difference to the cover image to human eyes.
The Discrete Haar Transform

A stegimage that undergoes Haar wavelet
transform will be divided into four frequency bands
(LL, LH, HL, HH) at each of the transform level. &h
first band represents the input stegimage filteved
a Low Pass Filter (LPF) which compresses the image
into half of its original dimension. This band is@
called ‘approximation’ (LL), which contains more
energy of Stegimage. The other three bands aredcall
‘details’ (LH, HL, and HH) where High Pass Filter
(HPF) is applied. These bands contain directional
characteristics. Specifically, the second bandaioat
vertical characteristics, the third band shows
characteristics in the horizontal direction and ldms#
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band represents diagonal characteristics of thaetinp
image. Since image is of two-dimension, performing
wavelet transform is done twice in each of its leve

First, it is done at row wise and then at columseewi

—» G(x)

Ixy) |

L H

Block diagram for a 4-band wavelet decomposition
Significance of the Hybrid M odel
We integrated three different techniques which
determine the security of the data. They are,

« Enciphering & Deciphering phase with the

Cryptography;

< Embedding & Extraction of data with the
Steganography;

< Image Decomposition and  perpecr

reconstruction using 2D DHWT and IDWT
respectively.

Simulation

We simulate the hybrid model using Java
Development Kit, because of its better GUI features
robustness and platform independent features.

Examples of steganography

Example 1: Coded message

Apparently neutral's protest is thoroughly discounted and ignored.

Isman hard hit. Blockade issue affects pretext for embargo on byproducts
ejecting suets and vegetable oils.

Take second letter of each word fo get message:

Pershing sails from NY June 1

Figure 1.is a snapshot of the encryption proceks T
encrypted text is embedded in an image of size
256x256 which is shown in Figure 2. After this we
reduce the image into 128x128 which is shown in
Figure 3.
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Interfece —lojx
e EnterKey: [

me= gt

ENCRYPT DECRYPT ear

Figure 1: Encryption process

:‘% Image Viewer

Image |H\Ie'1:anew{][eg

Figure 3: Reduced Stego-image with size 128x128
Figure

After this the cipher text is extracted from
the image and then the decryption process takes pla
which gives us our original plain text. This
decryption process is illustrated in Figure 4.
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| Blowtish User Intertace -10] x|
Lmer mputrsnuame: lcncm | tnter Qumur rnename:
One ofthe perennial fears of consumers buying goods over the Intemet
is that some hacker will steal their credit card number and run up a several
-thousand-dollar blll by calling phne sex lines. In reallty, Its mare llkely that &
credit card number from a store receiptthan that same hacker
will grab itin transit across the Internet. In fact, as of mid-200<
1h~3 majer onling thefts of credit card numbere have been accomplished|
ccured databases and tlesyste ms atter the iIntormation has
en safely ransmitted arrnss the Infernet
‘ B
Ly
Figure 4: Decryption process
Wavelet Transform Security Analysis
Since our proposed system brings

modifications only to the order of execution in the
blowfish algorithm and no changes are made to the
actual functionalities (i.e., we did not add or am
any operations, rather we have changed only the
order of execution of existing XOR and Adders) so
performing cryptanalysis is not necessary. Sinég th
approach uses a combination of modified
cryptographic and steganographic approach it
enhances the overall security of the system andehen
is difficult for an intruder to gain access to fhlain
text.

Conclusions
In this paper we have presented a novel
method enhancing security using modified

Cryptography and Steganography. We have proven
that this hybrid approach is both an effective
steganographic method as well as a theoretically
unbreakable cryptographic one since the F-fundton
modified and hence hard to guess. The highlight of
this approach is the image can be perfectly
reconstructed and the message can be retrieved
without any loss since we have used 2D DHWT. In
Future this work can be extended for video data.
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